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European Advanced Networking Test Center 

EANTC Berlin, Germany 
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 Test and certification of network  

components for manufacturers 
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IPv6 Intrusion Detection Research Project 
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 University of Potsdam (Universität Potsdam) 
 Beuth University of Applied Sciences (Beuth-Hochschule für Technik 

Berlin) 
 EANTC AG 
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IPv6 Intrusion Detection Research Project 
Workplan 

Validation 

Execution & 
Analysis 

Honeyd Darknet 

Lab Tests 

Scapy 
Toolkit Snort Load Test 

Suite 
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Test Case Structure 

 Exposition 
 
 

 
 Attributes 
 

 Execution 

 References 
 



Test Suite 

 28 Test Cases 
 11 Firewall Protocol Tests 
 11 Firewall Load Tests 
 6 IDS Tests 

 

 Published under a Creative Commons license: 
 http://www.idsv6.de/en/material.html 

 
 
 

 
 

 



Firewall Load Tests 
Test Setup 

 Filters based on IETF RFCs 2544 and 5180 
25 IPv4 “drop” rules 
25 IPv6 “drop” rules 
 

 Router 
 
 
 



Device Under Test (#1) 

Checkpoint Firewall 
CP2210 
 
 
 
 
 
 
 
Software Version 
R75.10 
 



Device Under Test (#2) 

Juniper J2320 
Service Router 
 
 
(1GB DRAM Model) 
 
 
 
 
Software Version 
10.2R3.10 
 



Layer 3 Performance Test 
Prestaging: 100% IPv4 

 Establish baseline 
Maximal, loss-free Layer 3 throughput 

 
 IMIX (Internet Mix) 

Based on packet sizes from RFC 5180 

Size (Bytes) Weight 

130 2 

256 1 

512 1 

1024 1 

1280 1 

1518 1 

Average: 674.3 Bytes 



Prestaging: Checkpoint CP2210 
Measurements According to Vendor Specifications (1/2) 

 5 Ports + 1 Management-Port 
4 used 

 Vendor specifications: 3 Gbit/s with UDP, 1518 Bytes. 
EANTC Result (portwise): 
3 Gbit/s with UDP, 1518 Bytes 

 
 



Prestaging: Checkpoint CP2210 
Measurements According to Vendor Specifications (2/2) 

 Partial-Meshing (UDP, 1518 Bytes) 
EANTC Result:2.7 Gbit/s. 
 

 With IMIX (instead of 1518 Bytes): 
EANTC Result:1.3 Gbit/s. 

 
 
 
 
 
 
 
 
 
 



Prestaging: Juniper J2320 
Measurements According to Vendor Specifications 

 3 Ports + 1 Management-Port 
2 used 

 Vendor Specifications: 
600 Mbit/s for “Large Packets” 
400 Mbit with IMIX 

 EANTC Result: 
640 Mbit/s (with IMIX) 
 

 
 



Coexistence Traffic Ratios (Based on RFC 5180) 
Expectations 
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Coexistence Traffic Ratios 
Strong Influence of IPv6 Traffic 
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Coexistence Traffic Ratios 
Light Influence of IPv6 Traffic 
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Coexistence Traffic Ratios 
Dual-Stack Influence 
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Layer 3 Throughput [Mbit/s] 
Checkpoint CP2210 
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Layer 3 Throughput [kPackets/sec] 
Checkpoint CP2210 
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Layer 3 Throughput [Mbit/s] 
Juniper J2320 
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Layer 3 Throughput [kPackets/sec] 
Juniper J2320 
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Connection Setup Rate 
Checkpoint CP2210 

 Measured a rate considerably 
lower than the vendor‘s 
specifications. 
 
 
 
 
 

 Reason: Accelaration feature is 
disabled because of IPv6 
Addresses. 



 When the first rule contains IPv4 and IPv6 Addresses: 
[cp2200]# fwaccel stat 
Accelerator Status : on 
Accept Templates : disabled by Firewall 
                   disabled from rule #1 
 

Measured: ca. 3.200 Connetions/s (IPv4 only) 
 

 

Connection Setup Rate 
Checkpoint CP2210 (SecureXL, 1/2) 



 After removing IPv6 Addresses from the first rule: 
[cp2200]# fwaccel stat 
Accelerator Status : on 
Accept Templates : disabled by Firewall 
                   disabled from rule #4 

 

Measured: ca. 17.000 Connections/s (IPv4 only) 
 

 

Connection Setup Rate 
Checkpoint CP2210 (SecureXL, 2/2) 



Connection Setup Rate 
Checkpoint CP2210 (Results) 
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Layer 3 Throughput with Extension Headers 
Header Layout (1/2) 

IPv6 Header 

Layer 2 Header 

IPv6 Routing Header, Type 0 
Segments Left = 0 

IPv6 Destination Options Header 
Option = 0x1E (8 bytes) 

UDP 

Payload 



Layer 3 Throughput with Extension Headers 
Header Layout (2/2)  

IPv6 Header 

Layer 2 Header 

IPv6 Routing Header, Type 0 
Segments Left = 0 

IPv6 Destination Options Header 
Option = 0x1E (8 bytes) 

No Next Header (59) 

Payload 



Layer 3 Throughput with Extension Headers 
Checkpoint CP2210 [Mbit/sec] 
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Layer 3 Throughput with Extension Headers 
Checkpoint CP2210 [kPackets/sec] 
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Layer 3 Throughput with Extension Headers 
Juniper J2320 [Mbit/sec] 
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Layer 3 Throughput with Extension Headers 
Juniper J2320 [kPackets/sec] 
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Layer 3 Throughput with Hop-by-Hop Options Header 

 Possible performance impact for Hop-by-Hop (HBH) Options 
Indicated by IETF RFC 5180. 
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Hop-by-Hop Extension Headers 
Checkpoint CP2210 

Baseline 1% HBH 10% HBH 50% HBH Only HBH
HBH Loss 0 0.108 18.72 60.3
HBH Received 1.8 17.892 71.28 119.7
Non-HBH Loss 0 0 1.134 17.73
Non-HBH Received 180 178.2 160.866 72.27

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Mbit/s 



Hop-by-Hop Extension Headers 
Checkpoint CP2210 

Baseline 1% HBH 10% HBH 50% HBH Only HBH
HBH Loss 0 20 3470.3 11178.3
HBH Received 333.7 3316.8 13213.7 22189.7
Non-HBH Loss 0 0 210.3 3286.8
Non-HBH Received 33367.9 33034.3 29820.9 13397.2

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Packets/s 



Hop-by-Hop Extension Headers 
Juniper J2320 

Baseline 1% HBH 10% HBH 50% HBH Only HBH
HBH Loss 2.204 39.2 199.2 399.2
HBH Received 1.796 0.8 0.8 0.8
Non-HBH Loss 0 0 23.76 151.8
Non-HBH Received 400 396 336.24 48.2

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Mbit/s 



Hop-by-Hop Extension Headers 
Juniper J2320 

Baseline 1% HBH 10% HBH 50% HBH Only HBH
HBH Loss 408.6 7266.8 36927.2 74002.7
HBH Received 332.9 148.3 148.3 148.3
Non-HBH Loss 0 0 4404.6 28140.3
Non-HBH Received 74,151 73409.5 62331.3 8935.2

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Packets/s 



Questions? 



Thank you for your interest! 

For further information, please contact us: 
 
EANTC AG  
Salzufer 14  
D-10587 Berlin 
Germany 
 
Phone: +49.30.318 05 95-0 
Fax:     +49.30.318 05 95-10 
E-mail:  info@eantc.de   
            www.eantc.de 


